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Subject . Gemilerde Siber Giivenlik Rehberi’nin Yeni Versiyonu Yayimland:

Sirkiiler No: 737#/2018
Ilgi : Uluslararasi Deniz Ticaret Odasi (ICS)’nin 10.12.2018 tarihli ve MC(18)107 sayil1 yazisi.

Uluslararas1 Deniz Ticaret Odasi (ICS) tarafindan génderilen ilgi yazida, Gemilerde Siber
Giivenlik Rehberi iigiincii versiyonunun ICS web sayfasindan;
(http://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-
on-cyber-security-onboard-ships.pdf?sfvrsn=16) ulagilabilecegi bildirilmektedir. Bir &nceki siiriim
lizerindeki degisikliklere ilgi yazi eklerinde (Annex A, Annex B) yer verildigi, Rehberin ekinde
(Annex 2) siber giivenlik konularmnin mevzuata uygunluk agisindan denizcilik firmalarma tavsiyeler
icerdigine dikkat cekildigi, ayrica IMO gerekliliklerince sirketlerin 1 Ocak 2021 sonrasi yillik
uygunluk belgesi dogrulamasinda siber risk ydnetimlerini, giivenli yonetim sistemleriyle
birlestirebilmelerine yardimci olmak iizere dizayn edildigi belirtilmektedir.

Rehber ile ilgili goriis ve sorulariniz varsa ICS’e iletilmek iizere Odamiza
(serkan.inal@denizticaretodasi.org.tr) génderilmesi hususunda bilgilerinizi arz ve rica ederiz.
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EK-1

Serbest Ceviri
(13.12.2018)
(BIMCO tarafindan hazrlanmugtir.)

Gemilerde Siber Giivenlik Kilavuzu 3. Versiyonu’ndaki Yenilikler

Giivenlik Yonetimi Sistemi (SMS) Deniz Siber Risk Yonetimi ile ilgili MSC.428 (98) sayili IMO Kkarari,
onaylanmig bir SMS'nin, ISM Kodunun hedefleri ve islevsel gerekliliklerine uygun olarak siber risk yonetimini
dikkate almasi gerektigine isaret etmektedir. Siber risk, bir geminin giivenli galismasii ve cevrenin
korunmasini etkileyebilecek diger risklerle ayni sekilde degerlendirilmelidir. Siber risk ydnetiminin sirketin
SMS'sine nasil dahil edilecegine dair g6z dniinde bulundurulmasi gereken dzel ve islevsel konular ile 6nlemler
kilavuza dahil edilmistir.

Bir geminin kiiresel tedarik zincirinin ayrilmaz bir pargasi oldugu g6z 6niine alindiginda, kilavuzun 3.siiriimii;
gemi sahibi, gemi acentesi, gemi isletmesi, saticilar ve tedarik zincirindeki diger taraflar arasindaki iliskide
siber risklerin nasil yonetilecegine dair rehberlik igerir. Bu iliskiler sadece giivene dayal1 degil, ayn1 zamanda
kargilikli olarak kabul edilebilir bir siber risk yonetimi diizeyine dair, ortak bir anlayisa da dayanmalidir.

Operasyonel teknik sistemler (OT) ve bilgi teknik sistemleri (IT) arasindaki farklar belirlenmistir. OT, fiziksel
aygitlar1 ve siiregleri dogrudan izleyen / kontrol eden donanim ve yazilimlardir. Bilgi islem ise donanim ve
iletigim teknolojileri dahil olmak iizere teknolojiler yelpazesini kapsamaktadir. Kilavuz, gemi sahiplerinin, bir
sirkette yonetim ve satn alma stratejilerinin kapsamli bir sekilde ele alinmasini saglamaya yardimei olmak
tuzere IT ve OT arasindaki engellerin kaldirilmasi gerekliligine dikkat c¢ekmektedir. Giivenlik
degerlendirmesine gelince, fiziksel diinyanin ve dijital diinyanin artik ig ice gectigi akilda tutulmalidir.

NotPetya saldirisindan 6grenilen derslerden biri de, geminin OT'sinin, gerektiginde siber saldir1 sirasinda kiy1
baglantilarina derhal sonlandirabilmesine olanak saglayacak rehberlige ihtiyag oldugunu gdstermistir.
Geminin giivenli bir sekilde islerligini saglamak adina bazi sistemlerin siirekli kullanimma ihtiya¢ duyulmaya
bilir, ancak bu sistemler geminin giivenligini tehdit edebilecek siber saldirilara olanak saglamak iizere
kullanilabilir.

Rehberde, siber giivenlik saldirilarma nasil yanit verilecegi ve olasi saldir1 sonrasi sistemin nasil geri
kazanilabilecegi ile ilgili boliimii yenilendi.

Siber Giivenlik ile ilgili potansiyel sorunlara vurgulamak i¢in, kilavuzun ilgili boliimlerine, gemilerde yasanan
yedi siber giivenlik olay1 eklenmistir. S6z konusu olaylar géstermektedir ki denizciler arasinda farkindaligin
olusturulmas ile baz1 siber giivenlik tehditleri kolaylikla bertaraf edilebilmektedir.

Sonug olarak, Rehberin 3. Versiyonunda son gelismelere bagli olarak pratik diizenlemeler gelistirilmistir.
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10 December 2018 MC(18)107
TO: MARINE COMMITTEE
Copy: All Full and Associate Members (for information)

PUBLICATION OF VERSION 3 OF THE INDUSTRY GUIDELINES ON CYBER
SECURITY ONBOARD SHIPS

Action required: Members are advised of the publication of version 3 of the industry
Guidelines on Cyber Security Onboard Ships, and are invited to disseminate this
information as widely as possible amongst Companies and Administrations.

Members are advised that version 3 of the industry Guidelines on Cyber Security Onboard
Ships (the Guidelines) is now available on the ICS website.

Version 3 of the Guidelines and a summary of the changes are attached at Annex A and
Annex B, respectively. A more detailed summary of updates was provided in MC(18)94.

From the perspective of regulatory compliance, Members attention is drawn to the advice
in annex 2 of the Guidelines. This is designed to help Companies incorporate cyber risk
management (based on the IMO Guidelines on Maritime Cyber Risk Management (MSC-
FAL.1/Circ.3)) into safety management systems by the first annual verification of the

company’s Document of Compliance after 1 January 2021. This is required by IMO
resolution MSC.428(98).

Members are requested to draw the attention of their Administrations to this Guidance with
a view to aligning Administrations’ expectations and requirements with the industry’s
guidance on cyber risk management. The verbal report of the publication of version 3 of
the Guidelines was made by BIMCO to MSC 100 last week.

Any questions or comments on version 3 of the Guidelines should be sent to the
undersigned (matthew.wiIliams@ics-shippinq.orq).

Matthew Williams
Senior Marine Adviser

International Chamber of Shipping Limited. Registered in England No. 2532887 at the above address
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(Prepared by BIMCO)
New items in version 3 of The Guidelines on Cyber Security Onboard Ships

The IMO resolution MSC.428(98) on Maritime Cyber Risk Management in Safety Management
System (SMS) stated that an approved SMS should take into account cyber risk management in
accordance with the objectives and functional requirements of the ISM Code. Cyber risk should be
addressed in the same way as any other risk that may affect the safe operation of a ship and
protection of the environment. Specific and actionable guidance and measures to consider on how
to incorporate cyber risk management into the company’s SMS have been incorporated into the
guidelines.

Considering that a ship is an integral part of the global supply chain, version 3 includes guidance
on the how to manage cyber risks in the relationship between the shipowner, ship agent, ship
manager, vendors and other parties in the supply chain. These relationships should not only be
based on trust but also a common understanding of a mutually acceptable level of cyber risk
management.

The difference between operational technical systems (OT) and information technical systems (IT)
has been elaborated. OT is hardware and software that directly monitors/controls physical devices
and processes, whilst IT covers the spectrum of technologies for information processing and data
handling including software, hardware and communication technologies. The guidelines
encourage that shipowners give consideration to remove barriers between IT and OT to help
ensure management and procurement strategies are handled comprehensively in a company.
When it comes to the safety assessment, the possible effect that OT has on the the physical world
should be taken into account bearing in mind that the physical and the digital worlds are now
intertwined.

Lessons learnt from the NotPetya attack showed the need for guidance on the immediate
disconnection of the ship’s OT to shore connections during a cyber attack, as appropriate and
where required. Some systems may not be strictly necessary for operating the ship safely, but they
could represent a potential attack vector to the systems that are required for the ship’s safe
operation. Furthermore, the chapter on how to respond to and recover from cyber security
incidents has been updated.

Seven verified cyber incidents onboard ships have been added to the appropriate sections of the
guidelines to highlight and illustrate potential problems. The impact of these incidents
demonstrates the need to raise awareness among seafarers as some could have been easily
avoided.

In conclusion, the level of practical guidance in version 3 has been increased in accordance with
recent developments.
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